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In This Manual

Advisor SW Edition Getting Started

Introduction

This chapter provides a detailed overview of the features
of the Advisor SW Edition.

Getting Started

This chapter describes the steps you use to get started
testing with the Agilent Advisor SW Edition.

Sample Tests

This chapter illustrates several test examples to lead you
quickly through using the Agilent Advisor SW Edition to
solve common Ethernet LAN testing problems.

Declaration of Conformity

This appendix lists specific information for Declarations
of Conformity.

Accessories

This appendix gives you information about the J1990A
Full Duplex Ethernet Tap for the Agilent Advisor SW
Edition application in a PC with a NIC or PCMCIA card.
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Introduction

The Agilent Advisor SW Edition is a powerful software protocol
analyzer designed to help you troubleshoot and analyze your
Ethernet and Fast Ethernet networks.

With the Advisor SW Edition, you can use a personal computer
(PC) equipped with a network interface card (NIC) or a
PCMCIA card rather than the Advisor LAN acquisition
hardware.

The industry-standard Network Driver Interface Specification
(NDIS 5.0) is used because it supports most off-the-shelf NIC
and PCMCIA network adapters.

You can use the Advisor SW to:
¢ prevent network problems before they affect users
¢ resolve network problems quickly and effectively

¢ optimize network performance

The following pages provide a more detailed overview of the
features of the Advisor SW Edition.

e Start with Expert Analyzer to see a quick overview of the
health, utilization, and protocol activity on your network.

¢ Examine the physical layer to see if nodes on your network
can connect and communicate.

* See who is sending the most traffic. See what protocols they
are using. See which stations are establishing connections.

¢ Find out what network protocol errors are occurring on your
network.

¢ Discover all nodes on your network.

Advisor SW Edition Getting Started



Introduction

Starting with the Quickstart Expert Guide

When you start the Advisor SW Edition application, the
“Quickstart Expert” troubleshooting guide displays a list of
common network problems you can solve with the Advisor SW

Edition.

Help Topics: Advisor LAN Help

Contents | Index | Find |

Click a topic, and then click Display. Or click another ¢ -

You can display the Quickstart Expert:

« Atapplication start up
*  From the Help menu

* Inthe Help window, use the Contents -- A tE
Introduction -- Solving Problems topic

'n Introduction
@ ‘what |z Advizor Software Edition’?

@ Cormon Steps for Using Advwizar LAN

T T |l i af A innr | AR

Advisor LAN Help M=
. Help Topics| £ [ Qptions
Use the Do It button to open the appropriate ! -
. Quickstart Expert
measurement window to troubleshoot the |
Sh How busy is the network?
problem. T v
Show me. Who is connected to the network?
- A Blpot
Use the Show Me button to display a static B e ,
. Show me | Who is using the most network bandwidth?
view of a measurement to troubleshoot the
Pmb'em- ~nls are the most active stations using?
Advisor LAN Help etwork?
Help Topics: Back Optiohs
. - = blems?
Who is using the most network bandwidth? - Exampl D
The Connection Statistics measurement wigww showes which active connections are transmitting the most traffi .
1. Openthe Expert Analyzer measurement E and start & run to begin ohserving the data.
Protocols | Utilization % | Stations | Connections | Alerts | W =
Totals 0.01%; 2 EE 20 v
B AppleT alk 0.00% [q | 7 0
W Banyan 0.00% [ | ] | 1
I Dechet 0.00% H| 3 0
P o amx SN . 0
W Novell 0.00% | . SN 9
oosl 0.00% 1 0 0
W Other Protocals 0.00% s 0
I MAL Level 0.00% 36 EE 1}
Finder — 5 I 0
2. Mote which protocol has the most connections and double click on that count to drill dowen to the Connectio .
Click the Connection Statistics %It\:ml bar button to open the measuremert
T i sl in e Pt s antnn snd sajact Sk b this eollimn

Advisor SW Edition Getting Started



1  Introduction

Starting with Expert Analyzer

See the health,
utilization, and
protocol activity
at a glance

Highlight any object within
a measurement and press
F1 to receive a detailed
explanation of the object.

The Expert Analyzer measurement is an excellent way to see

the performance of your network at a glance. In the top section,
the Health graph starts the top of the graph at 100% and if your
network is error free, it stays at 100%. When an event occurs, a

value is subtracted from the health — more for Alert events, less
for Warning events. These values are configurable. The Trend
graph displays selectable parameters in a sliding 30-minute
window. Each major protocol is shown in a different color on
the Trend graph.

Below the Health and Trend graphs is a spreadsheet of
information about your network. The rows are labeled with the
active protocol stacks detected on the data source. The
spreadsheet shows how much activity is occurring in each
protocol. From this measurement, you can quickly drill down by
double clicking to see supporting details to understand why a
graph spike or a large count occurred.

Advizor LAN - [Capture Buffer : Expert Analyzer : Expert] M= E
@ File Bun Wew GoTo Setup ‘Window Help = |ﬁ'|1|

Al B ] R ||| = [ |

I‘I 7:12:53.93333733 EI j

8] | =[5 EE N

loo%

Health

The Health graph
shows a weighted view
of Alert and Warning
protocol events and
frame errors.

S0%)

0%

0.50%
0.E0%

1.00%
0.40%.

See a graph of network
utilization.

UL zo%
0.00%lE

AL

.

Tr

Trend (% Milization)

17:00 17:02 17:04 17:06 17:08 17:10 17:12 &

The spreadsheet
quickly identifies where
the majority of protocol
activity is occurring.

10

Protocols | Utiization % | Stations | Cannections | Alerts | wamnings | Momals -
Totals [ ES 235 B2 20 336 3
W AppleT alk 0.00% B B a 45 2
W Banyan 0.00% g I E | 1 21 2
@ Dechet 0.00% 2 3 3 a
=il 10: = 10 196 1—
W Movell 0.00% [ ] ] a
ansl 0.00% 1 a \ 1
1 Nther Probacnls (1> £ I\ Y A~ |
Ready Ethemet [Mainframe 23 [ (& [@ [INMAL/ (1046 [Node HDX

Count the Alerts, Warnings, and Normal
protocol events for each protocol.
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Examining Physical Layer Activity

communicate?

Can stations

connect
and

Introduction

Often, the first thing you want to know is if your network
stations are able to connect and communicate. The Protocol
Vitals measurement quickly shows you if the physical layer is
operating.

Some of the Vitals counts indicate normal and desirable
activity. Other counts may indicate serious and potentially
damaging activity.

Advisor LAN - [Capture Buffer : Ethernet, TCP/IP, Novell, AppleTalk, VINES, OS5I, DECnet Vitals : Protocol Yitals]

W Fl= Bun View GoTo Setup Window Help

A B | | e | e e 2| S

|1U.c|5 37.74588559 !| <|

| >|!I Rec .| Time.. I 64 MB

B[ | 53| 5|

Right click an itemin 3”]

the spreadsheet to
select it for the graph.

See traffic before
and after filtering is
applied.

See if any frames
have transmission
errors.

Advisor SW Edition Getting Started

See the percentage of

current and peak network

utilization over the last
minute.

A

10:04:20 10:04:40 10:05:00 10:05:20 A-{

|_ Statistic Cument | Averane | Peak | Cumulative | Threshald [

W= Pre-fiter Ethemet Utilization 0.78% 0.52% 12.20% nia 40.00%
Pre-filter Frames E2 20 380 1ara 7o0
Pre-filter Local Collisiors 14 0 14 14 el
Pre-filter Late Collisions 0 0 0 0 0
Pre-filter Remate Collisions 27 27 T4 k=)
Pre-filer Remote Late Collisions 0 a 0 0 0
Pre-filter Frames with Bad FCS =) 5 a3 224 0
Pre-filter Rurits 4 2 41 128 1]
Pre-filter Mizaligns a 0 1} 1} 1}
Postfiler Utilization 0.78% 0.52% 1220% nta 40.00%
Postfiler Frames 62 20 380 1a7a 7o0
Pastfilter Runts [good FCS) 1} i} 1 20 1]
Pastfilter Jabbers 0 0 2 40 1]
Post-filter Jabbers [bad FCS) Y, 0 2 24 1}
Prstfilter Dribbles 0 n 0 n i

1

1



1  Introduction

Examining the Top Talkers

Who is sending When network utilization is too high, and is causing slow
the most traffic? network response, you can use the Connection Statistics
Who are they measurement to quickly see who is using most of the network
talking to? bandwidth. When you know who the top talkers are, you can
What protocol make decisions about how to improve their network
are they using? communications.

You can choose different parameters to sort. This shows you
where most of the traffic is occurring for different traffic
conditions.

Size this column width to show only as
many address characters as you want
to see.

Advizor LAN - [Capture Buffer : TCP/IP. Novel

=2 File Bun Yiew GoTo Setup “Window Help
A B e | R = |

|11:ns:20.205?1019 EIL! -dﬂl Rec .| Time..| Prnt... |
HELEEEER

Modes/Conng. /Prots. Frames - Frames <- “Bytes - Buytes <- FriSec > =
45!

An asterisk (*) indicates the
column selected for sorting.

AppleTalk, VINES. 051, DEffet Events ... MmEE
- 1= %]

= Totals (39 Nodes, 44 Conng] 30 59

=5 [#|156.72.1 5 0 396 0 0.
This node has a | B € 224005 [OSFF Al Routers) 4 0 328 i i)
connection to two [ (@) aspt 83 4 o 328 0 0.
other nodes. | B © 15679125 1 0 68 0 0.
@ICI‘HD1 1 1] B3 1] 0
m [E]15672143 | 3 0 342 0 0.
[ [2]1567290 1 0 281 0 0
Each of these [ [E]15677.10 1 0 281 0 0
connections is using a O [®]15672100 1 0 281 0 0
) [ [®]15672170 1 0 281 0 0
different protocol. B o (215171605 1 0 281 0 0
& 1517.167.255 1 0 281 0 0
[ [) 00000001-080003933009 (080009993 2 0 232 0 0.
O [) 00000001-080009749E 31 (080009743 2 0 232 0 0
m [) 00000001-0050B 026595C (D050B0265| 2 0 231 0 0
o [) 00000001-0050B 02385F 3 (00B0B 0252 2 0 231 0 0
O [) 00000001-0050B 02FF 959 (Q0B0BOZFF 2 0 231 0 0

O [ 00000001 -0060B 0251 BEE (00G0R0Z51] 2 0 231 0 _Dld
4 »

Ready Ethemet [Mainfiame |5 [ (& [@ [IntMAU [10Mb  [Node HDX
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Introduction

Also in the Connection Statistics measurement, you can use the

Show Connections

toolbar button to display a connection

diagram that graphically displays the connections.

Show Connections
toolbar button.

=L EE S

00-CO-7B-61-E2-36
3Com----E6-80-46
8 Other Nodes

3Com----
HP-

0E-38-41

P--
HP

MNowell---02-73-C4

Bytes
3Come---40-40-31  DEC------00-34-1C
Kntic-—--FO-07-61 [Ahwahnee Aufs =) DEC-----00-2D-1C
HPF------25-42-CD Movell---37-CA-02
HP------0E-53-72 FF-FF-FF-FF-FF-FF [Broadcast)
00-20-4F-C2-84-D3 Intrln---04-40-F7

Movell---15-9C-B1 [HP1]
3Corm-----24-07-22

Apple--FF-FF-FF [All AppleT alk Stns)

Cayman---00-06-BE

Intrln---0B-E8-80
Intel-0B-37-83

HP: -14-34

HP---
-OE-

Intrln-- Inkel--
HP--—DE84E9  Movell-15-8F-4C

Connectiong Frames -» Frames <- “Bytes -» Butes <- Fr/Sec -» Fi/Sec <

B Totaks [E6 Conns) 92 310018 i

] vivw.nagano. olympic.org <> 203 45 3 RE39E 2694 no ]
=] 207.25.71.23 <> 209.36.71.209 | 38 kA | 41246 3496 00 [
[m] [£)207.25.71.23 <> 209.38.71.209 | 4 1 | 36190 3404 00 L
] [ 00000001 -3Com-E66046 <> HPEM 369 e | 27442 257355 0.0 G
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1  Introduction

Examining Protocol Errors

What network  With the Commentator measurement, you can quickly see what
protocol errors  protocol events are occurring and organize the events by
are occurring?  severity.

Advisor LAN - [2]=]
File Bun Miew GoTo Setup Window Help

A B ]| e | | ] = | S
[17:1354 34005299 Elj J_'lﬂl Rectt.| Time.| Firt... |

*' Capture Buffer : TCP/IP, Novell. AppleT alk. YINES. 051, DECnet Events : Commentator & Con... [H=] E3

Bl Blw| mv w5

- - @ 20 ETHP: Router Change [Warning] :I
This protocol address 4} RTHP: Router Chonge p e LS
DDP addr: 45.137 LNMGMRULE =1k

has had 20 Router
Change events occur. Hacz Addr: 00-00-%| Help Topic: Bach Optionz
This is a Warning event. funber of entries [ anoleTalk Commentator: RTMP Router Change

Network Numbez [T S ETie tRouter Table Maintenance Protocol) Router =
1830 Change event is considered a WARNING event. This event
Atime Frame Hun tracks changes in routers by monitaring the changes in the

[+-#&# RTHE: Change | RTMP Data pyckets.

[+ RTHP: Change The fallovwir/y information is shown:

- RTHE: Change | w List of n/owork address + old hop count + nesw hop count

[+ RTHE: Change

+-&> RTHE: Change=| whatto/ heck

(- d RTHE Change||  This ev /it is an indication of changes occurring in the router

[-d RTHE: \ Changs | table. /. laroe number of changes might indicate that the

[#- RETHE: Change netwer/ K is unatakbile. If the changes are from the same router =
== Salas Tam - or re/zr to the same network (or zone), then that router or _I—I

the fauter handling that network (or zone) might be

|nc: rrectly configured.
L demo_1.dat.. EEE v 2 LI -
Ready Ether et [Mainframe |23 [ [& [@ [IntMal [10Mb [Mode HDX =

Click the Book icon in the display to see
detailed Help about this event.
Suggestions are given for possible
remedies.
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Introduction 1

Discovering What Nodes Are on the Network

Are any During a measurement run, you can use the Node Discovery
unexpected measurement to “discover” all the nodes on your network. You
nodes on my can see the nodes listed by MAC address or network layer
network? address. You can also see a “friendly” or well-known name if it

is known.

Advizor LAN - [Capture Buffer :

Mode Dizcovery : Discovery]

& File Bun Miew GoTo Setup Window Help =&
F U I s e e = = S
| S [P e e .|
B | B3| [
: 08-00-09-0F-08-1E 0800090F021ES0CENPIOFD { 1 Howell ) =]

08-00-09-0F-CE-E7
08-00-09-14-6A-82
08-00-09-14-64-ED
08-00-09-14—-6A-EF
08-00-09-14-76-95
08-00-09-1B-35-13
[B) 15.6.73 206

08-00-09-1B-B: 73
08-00-09-2Z“BB—£E
08-N>-(9-21-14-34
55-00-09-25-42-CD
08-00-09-25-9B-C1
08-00-09-27-E4-6C
08-00-09-29-BE-82
08-00-09-2C-04-6E
08-00-09-2F-31-E7
08-00-09-2F—C8—4B

MAC address. |

IP Protocol address.

e[

A friendly name appears
if it is seen for an
address.

JOUOR o O e O e O

For example, the Domain

Name Service (DNS) 08-00-03-32-E&—4F

-

08-00-09-32-71-44

0800090FCES780CENPIOFC ( 1 Howell )
{ 1 Howell )

JH4399 ( 1 IF )

HEWMEIE 1 Howell )

{1 IF )

GR4302 ( 1 IF )

{1 IF )
{ 1 Howell )
{1 1IF )

—

{1 IF )

{1 1IF )

{1 1IF )

ngo

{ 1 Howell )

1 IF }
{1 IP )

|

provides this service for
IP protocol.

Advisor SW Edition Getting Started
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Introduction

Decoding Frames on Your Network

16

What arethe The Decode measurement interprets the data in a frame
actual contents of according to its protocol so you can examine the contents of the
aframeonmy frames.

network? .
A timestamp and frame number are added to each frame to help

you examine the data.

Examples of information you can determine from the Decode
view include:

* Is a node on the network making requests and responses
correctly?

¢ Do timing issues exist between frames on the network?
¢ Are higher levels of the protocol stack operating correctly

(for example, does the Time to Live counter decrement
properly)?

Advisor LAN - [Capture Buffer : Decode : Decode : Data] M= R

|8 File Bun iew GoTo Setup Window Help == =]
Al B ] e e | R = 5 e |||
BEEEEEE Elj J jﬂl Rec .| Time..| Prnt... |

!||T||'7 Summay ¥ Detasled ¥ Hex @ ASCI € EBCDIC Fiter.. |[¥] | Seach. | Fepest |

HP-1B- BP, 94 N

HP-25-9B-C1

Summary view shows a 1852 96 15:10:33. 647707 HP-16-BA-94 HP-25-9B-C1
summary line for each 1453 64 15:10:33.648057 HP-25-9B-C1 HP-1B-BA-94
frame. 4 T T T T T . . T _’ILI
I_» ———————— MLC Header ------------ [« ]
Destination: HP 1B-BL-94 [08-00-09-1B-BL-94)
Detail view shows the 1 ource; HP-25-9B-C1 [0 L

decoded contents of
each field in the selected
frame.

Hex view shows the
actual bytes in the

03 00 09 25 16 41 16 4f 09 78 00 11 00 aa 17 a3 L5000 XL

selected frame. . .
The right column shows : |
the contents in ASCll or  Fead Ethemet [Mainframe 5" [ [ [@ [Int MAL [10Mb  [Node HD:

EBCDIC.
coic Click a field in the Detail view and see the

corresponding bytes highlighted in the Hex view.

Advisor SW Edition Getting Started



Introduction 1

Reporting Errors on a LAN Segment

What errors are  Agilent SW Edition with the required “Error Reporting NIC”
being detected on  J5478A or equivalent reports errors detected on the LAN
a LAN Segment? segment (collision domain) to which it is attached.

What kind of
errors are they?

Software Edition graphically reports these errors using the
Expert Feature. Alerts and Warnings are counted and
displayed.

By double-clicking on an Alert or Error, you can drill down into
the Commentator, which lets you drill down further to get
detailed error information for a specific packet.

[EX Agilent Advisor LAN - [Capture Buffer : Expert Analyzer : Expert] =l&] x|
G Fle Rn View GoTo Setup Window Help 15l x|
&F B R | P - e | R

[10:04:58. 44082020 ﬂj Bl Rest | Tme. | | 14 MB

8| E5| EE |

o
<o ‘ ‘
o

1.5+
1.0%
0. 5%

0.0¢
05:55 09:57  09:55  10:01  10:03

Health

Trend (% Utilization)

Protocok [ Utiization % [ Stations [ Connection: [ Alerts [ Warnings | Homals

Double-click an Alert
or Error to drill down
into the Commentator
view

Totals 0.08% z i
oiP 0.08% F] 11
 Novel 0.00% [] 0
[SGE] 0.00% [] 0
I Other Protocols 0.00% ] 0
WA Level 0.00% P 5 0
Fouer e e— | i i
L | i}
Ready [Ethernet [NDIS [0 & [@ [mtmal [10Mb  [Node HDX [

Advisor SW Edition Getting Started 17



1  Introduction

In the following figure there is a combination of TCP/IP errors
and Routing errors. With further drilling down, the critical
information needed to diagnose the TCP/IP errors is displayed.

[ Agilent Advisor LAN - [Capture Buffer : TCP/IP, XoIP, Novell, Oracle, Sybase, AppleTalk, VINES, 051, DECnet, ¥2K Eve: =12 x|
§ Flle Run Yiew GoTo Setup ‘Window Help —[&] x|

i 87| mE = ] ]
T | Il pest] Tme.| [ 14 MB

Diagnostic information
for the TCP/IP error is
displayed.

8| 55 mww 5|
BE=] s o]

=]
-{2) Display Wode Events ..sorted by event severity (Total=51)
[1{Zz) Display Cormecrion Events ..sorted by event severity (Total=38)
={#) Display All Events ..sorted by event severity (Total=5l}

@1 1P:  Zero Time-To-Live [ALERT]

1 1F:  Broadeast Storm [ALERT]

&P IP: R dcast Storm [ALERT] Aug 08, 94 09:58:27.660052000
15.17.160.135 Broadcast/sec: 11
15.17.161.31 Broadeast/sec: 11
Broadcast total 22
Funtime Frame Numbers: 22z - 243

Wo~—-I0:  Duplicate Address [ALERT]

= &) IP: T~icate Address [ALERT] Aug 08, 94 09:58:22,471337000
Ip Addr: 36.53.0.33
Mac Addr: 08-01-2B-02-94-87
Mac Addr: DEC------02-94-87
Funtime Frame Muwber: 204 & 205

(W) o TCP: Excessive Betx [Warning]

(W) & 03PF: Neighbor Change [Varning]

(W) 3 0SPF: Incorrect Hello Time [Warning]

(W) 3 03PF: Designated Router Change [Warning)

-(W) 2 IGRP: Rourer Change [VWarning]
(W) 1 0SPF: Rourer Change [Varming]

(W) 1 RIP: Router Change [Varning]

(W) 1 TCP:  Low Window [Warning]

(W) 1 TCP: Reset Comnection [Warning]

(W) 1 IF:  Low Time-To-live [Warning]

(M) & RIP: Rouring Info Reply [Norual]
(M) 5 0SPF: Rourer Identified [Wormal]

(M) 2 16RP: Router Identified [Wormal]

(W) 1 TCP: Close Comection [Normal]

(M) 1 RIP: Routing Info Reguest [Normall

(N 1 RIP: Router Identified [Normal]

Ready [Ethernet I3 [ & (@ hntmau [10mMb  [Node HOX

Error Reporting on a LAN Segment

18

With the correct NIC card, SW Edition can monitor the
following errors:

¢ CRC Errors — reported as Bad FCS
¢ Alignment Errors — reported as Misaligns

¢ Symbol Errors — reported as Bad FCS

CRC Error Cyclic Redundancy Check is an error-detection
method based on a transformation of the bit values in a data
packet or frame. Frames that contain invalid frame check
sequences usually indicate a faulty network interface card. In
most cases the headers of these frames are readable, so that the

Advisor SW Edition Getting Started
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Introduction 1

station that transmitted them can be identified by capturing
and decoding the packets. FCS errors can also be caused by
defective hub ports or by induction voltage in the cabling.

Alignment Errors Ethernet frames that do not end on an octet
boundary (the number of bits in such a packet is not an integer
multiple of 8) are called alignment error frames. This type of
error is typically caused by defective software drivers or by
collision fragments on the segment.

Symbol Error Ethernet frames that have an incorrect label in
the nibble prior to the CRC octet are called Symbol errors. This
type of error is typically caused by defective software drivers or
by collision fragments on the segment.

Collisions Collisions result when two stations on the same
segment begin transmitting Ethernet frames at the same time.
In Ethernet LANs operating in half-duplex mode, the
occurrence of collisions is normal.

* Remote — Remote collisions are collisions fragments that are
exported to other segments by repeaters or hubs. Their signal
voltages are not higher than normal because they are
corrected by the repeater hardware

e Local — Local collisions occur in a local segment. These
collision fragments are less than 64 bytes long, have a signal
voltage higher than that of a normal signal, and carry an
invalid FCS.

¢ Late — Late collision fragments are longer than 64 bytes.
They can be recognized as collision fragments by the
increased signal voltage (in local late collisions) or by the
lack of a checksum and the presence of jam (alternating
pattern of 1’s and 0’s) bits (in remote late collisions). Late
collisions can be caused by defective interface hardware or
by cable segments that exceed distance limitations. Because
the transmitting station does not detect the collision (the
packet had already been emitted in its entirety before the
collision occurred), the consequences of this type of collision
can be doubly harmful: retransmission is requested only by
the higher-layer protocols, which can have adverse effects on
application performance.
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Short Packets A short packet is less than 64 bytes long, but
carries a valid FCS. Faulty packets most often are the cause. In
rare cases, active network components such as bridges may use
short packets to exchange data. Short packets are also referred
to as Runts.

Jabbers A jabber is any frame longer than 1,518 bytes,
whether its FCS is valid or not. The most common causes of
jabber frames include faulty interface cards, defective cabling,
and grounding problems.

Long Packets Long packets are longer than 1,518 bytes, but
carry a valid FCS. Long packets can be caused by faulty
interface card drivers or by software problems in bridges and
routers.

SW Edition shows these errors in the Line Vitals display.

[ agilent Advisor LAN - [Capture Buffer : Ethernet Vitals : Line Vitals] 35 =18l

|,||. File Run view GoTo Setup ‘Window Help ;Ii‘ﬂ
A B | s R - B | | | S

om0 s | 12l pn me| Tawe

)| &

3052 3052 1

Local Coll.

Late Coll.

Rem. Coll.

R Late Coll

Bad FCS

.

Broadoasts

T T T
10:04:02 10:04:17 10:04:32 10:04:47

Multicasts

/ Current Util% M LHil%

Ready

[Ethernet [NDIS O F [©& @ Intmau 1oMb Node HDX
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Getting Started

Install a network

interface card (NIC)
ora PCMCIA card in

the personal

computer you are

This chapter describes the steps you use to get started testing
with the Agilent Advisor SW Edition.

There are some steps you perform each time you start testing
your network. Other steps you do only one time or just check
that a step you performed previously is still valid.

Use the instructions on the CD
holder for the Advisor Software
Edition CD to install the
software.

using.
Install software if
necessary.
Start the Advisor
SW Edition
application. Programs LAN Ethernet S Edition [previous card)
LAN Ethernet S'W Edition [zelect card]
Favorites LAN Off-Line Ethernet Expert
LAN Off-Line FODI Expert
LAN Off-Line TakenRing Expert
Run...
& Shut Down...
Select NDIS Adapter
|iﬂ5la" l | |J \ﬂ\ Select Primary NDIS Network &dapter [for single port opertation]
Select the
NIC or Pri :
rimary network adapter selection
PCMCIA Y b

card you are
using.

is used for connecting the Advisor
SW Edition PC as a node.

Secondary network adapter selection
is used for connecting the Advisor SW
Edition PC in monitor-thru mode.

This connection uses the Full Duplex

Ethernet Tap, product number J1990A.

Select Secondary NDIS Netwark Adapter

[far bwa port monitoring using external tap)

idapter [ |
<<nones>

= | St Hiddenddapters [indaws i

o]

Cancel
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Getting Started 2

This example shows connecting
the Advisor SW Edition PC as a

node to a hub.

Configure the
Advisor SW Edition
PC.

What test port are
you connecting to?

How do you want the
capture buffer to
operate?

Ll Advisor LAN

Ele Bun Miew GoTo Setup Window Help

NI R EEE LR
I =En DE

Advisor LAN - [Idle : Configuration]

LN File Aun Miew GoTo Setup indow Help =18 x|
A BT | | e | | = B [ |
I jﬂ iz | 54 MB

Intexfsce/Protocols | Capture Fiters | Log | License Software |

i~ Metwork Data Soun - Buffer Dption:

Interface Type  [Fact Etheret __l. ™ Packet Slicing

PacketSig2 [10 Bytes
Medis Donnsction [ 11000 1 e £
BufferSize  [Max. Size (54.00ME) =
Line Spssd -
e Spes rate i | (R Opfiors
Line Mode ode Hall Duplex = MAC Addhess |00-108302 0262 J
 Monitar Options - Transmit Password

Monitar Type [ Continuous -

Maniter Period (hhb:mm)  [024 00

Configure Transmit Password...
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@ Selecta

measurement.

The Expert Analyzer
measurement is a
good place to start.

Advisor LAN

Fle Bun View GoTo Sstwp Window Help

Al Bl

[ —

[T dvisor LAN - [Copturo Buffer : Expert Analyzor - Evport] HE |

i Fle Bun View GoTo Setp Window Hel T

A B o e o o = e = ]

Bl =P EE K|
AT T T

Trend (% Utilization)

=

Piotocols

[ Utiization % | Stations _|_Connections | Aletts | Wamings | Nomaks [
001% 7% 3 £ Ee3

I3 5
m AppleTak 0a0% G| 5 0 4 2

m Baryan 0a0% [ | sl 1 2 2
@ Destiet 0a0x 2| 3 0 3 0
EL [H BE] B 19% =
m ovell 0007 5] | ol o 2 0
[ELE] oa0x 0 0 7 1

1 e P i

i
1 |
et antare |5 [© 1@ AU [10Ws N HOX |25

Configure the
measurement and
start the run.

What time do you
want for the sample
period?

Do you want to set
any thresholds?

Start/Stop active
measurement.

Start/Stop all open measurements.

M- M - [Idle : Expert Analpzer : Expert]

ﬁfile B/in Yiew GoTo Setup wWindow Help

a2 B B =] s
 ad] e
CmEEEESE)

L Advisor LAN - [

{& Fie Bun W

al| Bl

e e e 3 |

— Metwork Health Graph

B 100 % — I'ID % per alert
’ - |3 % per warning
. = I‘I % % bad frames

Threshold: |?5 b4

I™ Stop on threshold
™ Show threshold

=&

Spread Sheet
¥ Hide Inactive Protocols

Expert Configuration [ ]

Commentators | TCP/IP | Movell| AppleTalk | BarpanVINES | 051 | DECnet | £4| ¥
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T
I
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Cancel I
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Installing NIC and PCMCIA cards, and Software

NIC and PCMCIA  You may have to install a network interface card (NIC) or
card installation = PCMCIA card in your PC for the specific physical interface you
intend to connect to.

Install a NIC adapter in a desktop or workstation PC.

Install a PCMCIA
adapter in a laptop PC.

General descriptions of the procedure for installing NIC and PCMCIA cards
are provided below. For more complete details, you should follow the
manufacturer’s instructions for installation.

CAUTION

Advisor SW Edition Getting Started 27
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General Network Interface Card Installation

These are the general steps for installing a NIC in a desktop PC.

1
2
3
4
b
6

~

Make sure the system is turned off.

Remove the power cord from the system.

Open the computer case to gain access to the motherboard.
Find an empty slot and remove the metal cover.

Insert the new card.

Make sure the card is seated properly in the slot and then
replace the screw to hold the card in place.

Replace the computer case and replace all screws.

8 Turn power On and make sure that there are no error

messages during the Power On System Test.

Load any required drivers (if not already installed).

General PCMCIA Card Installation

These are the general steps for installing a PCMCIA card in a
laptop PC.

1
2
3

Make sure the laptop is turned off.
Insert the network card in the PC Card slot.

Make sure the correct side of the card is facing up and the
card is properly seated.

Connect the LAN cable to the card.

5 Turn power On.
6 Use the Control Panel | Network dialog to check that the

28

adapter is operating properly.

Advisor SW Edition Getting Started



Getting Started

Verify Network Card Installation

These are the general steps for verifying a network card is
properly installed.

1 Reboot the PC.

2 If an installed Wizard displays on boot up, you will be guided
during the installation of the drivers.

3 Select the Start button and then select Settings | Control
Panel.

4 For Windows 98:

a
b
c
d

Select the System icon.

Select the Device Managers tab.

Expand the Network Adapters line.

Find the appropriate adapter from the list.

Select the Properties button to view the adapter status.

For Windows NT and 2000:

a
b

Select the Network icon.

Select the Adapters tab to view the adapter status.

Software Installation

Use the instructions on the Advisor SW Edition CD holder to

install the Advisor SW Edition software.

If you are installing other application software, follow the
instructions provided with that software.

Advisor SW Edition Getting Started
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Connecting to a Network

To Connect as a Node

Connectasa When you connect the Advisor SW Edition as a node to a
Node network segment, the Advisor acts as regular node on the

network. The Advisor can see the traffic occurring on that
network segment.

Adisor SV

Configure the switch to
miror one port to the port
connected to the Adwvisar

Achisor Sy
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To Connect in Monitor-Thru Mode

Connectin  When you connect the Advisor SW Edition in monitor-thru
Monitor-Thru  mode, the Advisor is inserted between two network devices. The
Mode. Advisor SW Edition does not interact with the traffic it sees, it
only passively displays the traffic that is passing between the
two devices connected to it. When connected in this monitor
mode, Advisor SW Edition cannot transmit.

TIP: Advisor SW Edition cannot monitor in auto negotiate mode
because auto negotiation can only occur between the two end
devices. In this mode, the Advisor SW Edition is only
monitoring and cannot participate in the auto negotiate
process.

Hub

ooo [

A B
Monitoring between a
node and a hub/switch 7 -
with two PCMCIA cards Tap A4-~ ° Tap Full Duplex
and a tap. B Ethernet Tap
for Your
Agilent Advisor
(J1990A)

Secondary
NDIS

network
adapter

Advisor SW Edition Getting Started 3
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Starting the Application

Start the Advisor  Use the Start menu to open the Advisor SW Edition application.
SW Edition

Start Advisor SW Edition
LA Ethemnet S Edition [previous card] anld Utsedt'r\]l%{)srewoéjsw
LAN Ethernet S Edition [gelect card) selecte card.

EE Prograrns

Favorites LA Off-Line Ethermet E#pert N
S8 Off-Lino FDDI E xpert Display the dialog to select
LA Dff-Line: TokenRing E pert NDIS card(s) and then start
Advisor SW Edition
Bun. application.

Shut Dowr....
|.m Start || |J \-\\

Select the type of  The first time you start the Advisor SW Edition, a dialog
software license  prompts you to select the type of license you are using.

ou are usin
y g If you have NOT purchased J1955A Advisor SW Edition, you

can use a temporary Trial License.

If you have purchased J1955A Advisor Software Edition, you
should enter the License Software key now.

Unlicensed 5 oftware %]

The “ddvizor S Edition [119554)" hag not been licensed on this

If pou want to license thiz product now select the "'License Software"
buttan. You will be required to enter the license key on the back of the
CD caze.

If you do not have a licenze key, vou may use the product with ful
furctionality for up to 45 davs by selecting "Use Tral License".

Select this button if
you want to try the I: Use Trial License 1 Lizense Software | Select this button if you

pr?dECt bEf?ire xOU have already purchased a
purchase a license. Exit &pplication | J1995A Advisor SW Edition
license.
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Enter the
software key if
you have a
software license

Enter the software
key and select the
0K button.

This dialog confirms
that you have
successfully entered
the software key to
enable the Advisor
SW Edition
application.

Advisor SW Edition Getting Started

Getting Started 2

If you selected the License Software button, a new dialog
prompts you to enter the software key supplied with the J1955A
Software SW Edition documentation.

Licensze Software
Thiz licenze allows access to the 54 Edition features in

the Agilent Advizar LAM zoftware using a Metwork
Interface Card.

Enter Licensze Key: o

I Cancel |

Lan

@ The zoftware license was successfully activated.

33
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Selectthe NDIS Each time you start the Advisor SW Edition, you can choose to
network adapter  select a NDIS card or you can use the card selected previously.
test port

Select NDIS Adapter =]|

Select Primary NOIS Mebwaork Adapter [far zingle port apertation)

Select the primary NIC (Adapter |0 3

or PCMCIA test port to ] HP Ethernet with LAN Femote Power  \Devic... E E);:Tepslte F?; I’ltlstl(?g
use for connecting to W connect as a node
the network in single to a hub.

port operation. Select Secandary MDIS Metwark, Adapter

[far twio port monitaring using external kap)

Select the secondary Adapter 1o !
NIC or PCMCIA test & <<none>>

port to use for
connecting between
two devices on the

Example of using
two test ports to
monitor between a
hub and a node.

network I} Stav Hidden & damters [imdawe HT

Use the Full Duplex

Ethernet Tap to make oK I Cancel |
the monitor-thru

connection.

This “select” dialog does not display

if you start from the Desktop shortcut,

or,

if you choose “Ethernet SW Edition (previous card)” in the Start menu.

Desktop shortcut to
Advisor SW Edition.

Advisor SW Edition Getting Started
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Configuring the Instrument

Before you run a measurement, you need to configure the
Advisor SW Edition.

You can create Filters/Counters, to control which frames are
stored in the capture buffer. And, you can Log or store
measurement results over a long period of time.

Advisor LAN
File Bun View GoTo Setup Window Help

A B B A ] R E] &
| KN -

To display online help
for a measurement
window or configure
dialog, open the window
or diaIOQ and press F1. Advisor LAN - [Idle : Configuration]

Lad File Bun Miew GoTo Setup ‘window Help == =]

Al B0 5] | 2 = B || IS
Do you want to capture "3 ﬂlﬂ_l jﬂl ecv | e | [ 64amB

each entire frame, or

only a portion of each Intertace/Protocols s Filtersl Log I Licenze Softwalel
frame?
—Metwork Data Source —~— [~ Buffer Options
Interface Type  [Fast Elhimet =l I™ Packet Slicing
The Network Data Packet Sizs |1DD Biytes
Source g_roup |S_ not Media Connection ITX 10kb Ethermet j _
enabled in Advisor SW BufferSize  |Max. Size (64.00MB) 7|
Edition. .
You select the test port Line Speed 104 = —MAC Option
to be used in the dialog
that displays each time LineMode  [Node Hal Duples T] || macadues [DTEREEZ |
the Advisor SW Edition
is started. Manitor O ption: — Transmit Password
tanitar Type IContinuous j
How do you want the Configure Transmit Passwaord... |
capture buffer to Monitar Periad [hhh:mm] |D24 : Iﬁ
operate?
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Selecting a Measurement

The Advisor SW Edition has several measurements that can
show different parameters about how your network is
operating. You can open a measurement with the buttons on the
toolbar or with items in the File | Open Measurement menu.

The toolbar buttons are the quickest way to open a
measurement. Position the cursor over a toolbar button to
display the measurement name.

More than one measurement can be open and running at a time.

‘ Available Measurements.

Top level toolbar.

‘ - [Idle : Expert Analyzer - Expert] -

ﬁFile Bun Wiew GoTo Setup ‘Window Help

Al B[] @IFI%I@IWIWIHIW-IEIEI

Toolbar for open and
currently selected
measurement.

To display online help for
a measurement window,
open the window and
press F1.

36

_

Advisor LAN - [Capture Buffer - Expert Analyzer - Expert]

e Bun View GoTo Selp Window Help =18l x|
2| B o 2 |

e | [p 2] Rest | Time Print
CImEENEES)

0%
T
Trend (% Utilization)

503

04|
1.00%

o.a08
o s0s
auaonl | |l
020

0003 L
13:00 17:02 17:02 17:0 17:06 1%:10

Protacols [ Utiization % [ Stations | Connections | Alets | ‘Wamings | Nomals |~
Totals (3 75 62 20 3 5
B AppleTak 0.00% &l 3 0 45 H
HEaryan 0.00% all ] 1 21 H
@ DecNet 0.00% 2] 3 0 3 i
ar [ omx 1 B e 196 T
W Novel 0.00% [{ | ] E] 20 i
oosi 0.00% 1 [ 0 7 1
1 Mther Prrtecols 1013 5 I ~ |
Ready Ethemnet [Mainframe [ [ [ [@ [IntMAU [10Mb  [Mode HDX
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Configuring a Measurement

Before you run a measurement, you can customize the
measurement by selecting parameters to control how the
measurement operates.

If the Expert Analyzer measurement is open, the configuration
button for some measurements does not display.

. File Bun Miew GoTo Setup Window Help
What display update 2 :
interval do youwant 2l BT ~|

8| B [EE K|

Do you want to set
thresholds to determine

what to count?
e
kA kAR E xpert Configuration [=]

Do you want to select ]
which protocol messages A Commentatars | TEPAP | Movell| AppleTalk | BanyanviNES | 051 | DECret| 54|
to count or ignore? —

B — Metwork Health Graph Spread Sheet

B 100% - I‘ID % per alert Threshald: |?5 4 ¥ Hide Inactive Protocols
o .
= |3_ % per warning ™ Stop on threshold

1.00 - I1 x%badframes [ Show threshold

2::2 — Trend Graph
To display online help for 0.40 Settings for [Uization % ~| aaph
a mea?_urem?jntlwmdow = & Ao Seale
or configure aialog, open 1 ~

. . ——_ Manual Scale
the window or dialog . _ N |
b axinmum 4 alue: 100 &
and press F1.
oK I Cancel |
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Finding More Information

Advisor SW  Online help is built into the Advisor SW Edition application.

Edition Online  You can access help from the menu bar at the top of the

Help application window or by using the F1 key.

Online Help Menu  The Help menu item opens the general Advisor SW Edition help

window so that you can choose from three different ways to
find the help you want.

LW File Hun Miew GoTo Setup Window@

ﬁ 'lml Elm%lﬁl@l@m SlbiE The Index tab provides

4 individual links to major topics.

The Contents =
tab organizes : You can use the Find tab to
the he|p in Click. a book, and then click Ope search fOr SPECiﬁC words or

Earnfents | Index | Find

logical or —_— phrases that occur anywhere in

. op Level Yiew ol Intemnel .
functional @ Confiure Ietumert the text of all the help topics.
grOUpS. 0 Configure Measurements

Context Sensitive  You can quickly find information about the currently selected

Use the Help Topics
button to display help
organized by Contents
and Index tabs.

38

Online Help  Advisor SW Edition window by pressing the ' F1 | key.

Advisor LAN Help =
Help Topics Biach Options

Expert Analyzer: Overview

Dyewiewl How To | Detailz |

The Expert SAnalyzer window lets you see a vansy = :I‘

information in one view. This lets you simuttaneousty inspect =1 Help for the active window is organized
many of the most important top level details regarding your

i by Overview, How To, and Details
buttons.

Sample Tests The next chapter in this book describes examples for using the

Advisor SW Edition to measure your network.
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Windows Online  You can find information on general Windows operation from
Help the online Help tutorial - About Windows. If you are not familiar
with the Windows operating system, it is a good idea to spend a
few minutes learning the basic functions and terminology
associated with the Windows environment.

Shut Dovar,...

¥ Windows4
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Sample Tests

Example file

To learn more...

This chapter illustrates several test examples to lead you
quickly through using the Agilent Advisor SW Edition to solve
common Ethernet LAN testing problems:

¢ How busy is the network?
¢ Who are the “top talkers” on the network?

¢ Are there problems on the network?

The traffic used in some of the example tests is available in a
file. You can just read the following pages, or, you can use the
same data file and perform the example steps with your own
Advisor SW Edition.

The data file for this example is included with the Advisor SW
Edition in location:
C:\ADVISOR\LAN\DATA\DEMO_1.DAT

For more information about how to use the features of the
Advisor SW Edition, refer to the online Help. You can press F1
while in the Advisor SW Edition application to get specific
information about the currently active window, measurement
view, or dialog box.

Advisor SW Edition Getting Started
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How Busy Is The Network?

Example
equipment and
menu choices

Advisor SW Edition Getting Started

Your network is running slowly, you suspect that utilization is
getting high and you want to get a quick snapshot of the current
traffic conditions. Things you may want to know include:

* how many stations are active on the network
* how many connections are there between stations
* what protocols are being used

e are errors being generated

The Advisor SW Edition, in this example, can use either NIC or
PCMCIA cards in a desktop or laptop PC. The cards can be for
Ethernet or Fast Ethernet.

Several menu choices are made to configure the Advisor SW
Edition for this example. These choices are usually the default
selection or have been made for the easiest configuration. You
can make these same choices or you can make different choices
to observe how the Advisor SW Edition responds.

43



3 Sample Tests

Start the Advisor
SW application.

Programs LAN Ethermet S Edition [previous card) :|
LAN Ethermet S Edition [zelect card)

LAN Off-Line Ethernet Expert

LAK Off-Line FOOI Expert

LA Off-Line TokenRing Expert

Advisor SW Edition
selections.

@ If the Configure

Instrument view is L Advizor LAN

”‘?t_(’p_e” (the _VieW is File Bun View GoTo Setup Window Help
minimized), click the

Configure Instrument ﬁl H|IT| @|IT|%|@§|I?E|IEE|W|W|I:-HEE|E|
button on the toolbar. j ol

Configure Instrument
view minimized.

Advisor LAN - [Idle : Configuration]

Lad File Hun Wiew GoTo Setup Window Help _I— _IE il
. . Il F g4 e EE —]
Configure the Advisor SW Al B o] ] e e o o] i ]
Edition. I =] SR el fei | e | [ Bame ]
. . . Interface/Protocols | Capture Filt L Li Saft
Since this example will be run | coptseFites | Log | Licerne Sctiwse |
from a data file loaded into the ,
. —Metwork Data Source r— Buffer Option:
capture buffer, no Monitor Type N
selection is required. Interface Type IFalethemal j I™ Packet Slicing
Packet Size I'\EII] Bytez
1 ‘s Media Connection | T+ 10ME Etheinst ¥
For this example, let’s ignore [ I i e TR
filtering and logging.
Line Speed -
IS [1oe 2| MaAC Option
T aode INode Half Duplex j MAC Address |I01083 020242 _I
[
Set the capture buffer size to at Manitor Option ~ Transmit Password
least 4 MByteS to qlsplay the Monitar Type IEDnhnunus Vl
foIIowmg example s values. Configure Trarsmit Password... |
Monitor Period [hbcmm) 024 Iﬁ
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@ If you are going to use the Demo_1.dat file and follow this example on your own Advisor
SW Edition, load the file now.

a. Use File | Open (Load Data) and the path: C:\ADVISOR\LAN\DATA\DEMO_1.DAT.
b. Click OK.

c. The Advisor SW Edition loads the file into the capture buffer and automatically opens the
Decode measurement to display the file. This takes a few seconds.

d. Close the Decode measurement.

Open the Expert Analyzer

measurement.
Fle Bun “iew GoTo Setup Window Help
Al B | [ 2 | ik | = B [ |5
I ' N IrII
Advizor LAN - [Idle : Expert Analyzer - Expert] M= E
EEile Bun Yiew GoTo Setup “Window Help -|ﬁ'|5|

| 0] o]
Bl 5[5 BE 5

lons Health
50%
0%
Trend (% Utilizatian)
1.00%
0_50%
0_E0%
0.40%
0_z0%
0.00%
Protocals | Utlization % | Stafions | Cornections | Alerts | wamings | MNormals
Tatals 0.00% i a a a a
O Other Protocols 0.00% 1]
AT Level i i i a
Routers 1] 1] 1] a
Ready Ethemet [Mainframe |1 | [& [@ [IntMaU [10Mb |Wode HDW
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lick the Run F Wait while the Advisor reads the capture buffer (a Run from
@ gllj(t:totme un From Capture Capture Buffer dialog closes when the buffer is processed).

At the prompt, select Run
All Frames.

The Expert Analyzer

Isnl}g‘:vnf;gg?]e types of AM - [Capture Buffer - Expert Analyzer : Expert] HEE
' §&% Fle Ru| View GoTo Setup Window Help - & x|

A B[] e e e | = B e |
[fr13539% (9799 1] < ) Rect] Time | Pint.. |
Health -- shows B B+ EE &)

quality of Alarm, e _ _ _ Health
Warning, and DLL Oy, J
]

frame events. When
on this graph, it means Trend (% Utilization)

S

0%
you see yellow or red |

the Commentator and ;:Eq !
Vitals measurements Nz
A a_E0%
will have more o e |
information about T
what the problem is. o.nopli oS ol

17:00 17:02 17:04 17:06 17:08 17: 10 17:1z &

Trends -- shows Protocal | Utilization % | Stations | Connections | Alerts | ‘' arnings | Mormals |A
history of network Totals 0.07% ] EE 20 ETT) 3
utilization as a default |®AppleTalk 0.00% d | 7 0 45 2
measurement. Click ~ |EBansan b.00% Bll 3] ! 2 2
; DecNet 0.00% 2 3 0 3 0
the right mouse =
button to display glF [ ool = BED O 196 1=
W Novel 0.00% i | & ] g 20 0
frame counts, errors, 0o 000% ] 0 0 ]
broadcasts, orother |55, 5 <7 1A% o
counts in this graph. ‘gz, Ethemet [Mainfiame [ | |® [@ [IntMAU [10Mb [Node HDX

Spreadsheet -- shows
summary counts for
several network indicators.
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Protocals | L tilization = | stations | Connections_| blerts | wamings | Nomals

Tatals 0.01% EE 20 208 B
W AppleT alk 7 i 4500 2
M Baryan 9 I 1 29 - 2
E Dechlet 3 n 3 a
alr = 10 104 19 1
W Hovel ] | 3 20 a
gos 0 0 | 1
M Other Pratocols 0 0 0
B MAL Level 0 0 a
Fouters 0

»I

fi

1. Shows which protocols are being used on the network.

2. Shows the total network utilization and how much utilization is being used by each protocol.
3. Shows how many stations have transmitted in the current measurement.

4. Shows how many connections are established in the current measurement.

5 -7. Shows how many problem and normal events are occurring on the network.

Conclusion:
The Expert Analyzer view shows the Utilization % of the network by protocol over time.

This view also shows cumulative counts of active stations, connections, alerts (real problems on
the network), and warnings (probable problems on the network).
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3

Sample Tests

Who Are the Top Talkers on the Network?

48

Example
equipment and
menu choices

Your network is running slowly, you want to know if only a few
stations are generating a majority of the traffic on the network.
Things you may want to know include:

* who are the active stations on the network

¢ which connections are transmitting the most traffic

* what protocols are being used

The Advisor SW Edition in this example can use either NIC or

PCMCIA cards in a desktop or laptop PC. The cards can be for
Ethernet or Fast Ethernet.

Several menu choices are made to configure the Advisor SW
Edition for this example. These choices are usually the default
selection or have been made for the easiest configuration. You
can make these same choices or you can make different choices
to observe how the Advisor SW Edition responds.
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Start the Advisor
SW application.

Fo Programs

Favorites

Sample Tests

LAN Ethernet S\ Edition [previous card]
LAN Ethernet 5w Edition [select card)
LN Jff-Line Ethemnet Expert

Lan [Jff-Line FODI Expert

Lan (ff-Line TokenRing Expert

Advisor SW Edition

selections.

@ If the Configure
Instrument view is
not open (the view is

File Bun View GoTo Setup Window Help

minimized), click the
Configure Instrument

A B ]| 2 | -

button on the toolbar.

Configure Instrument
view minimized.

Configure the Advisor SW
Edition.

Since this example will be run
from a data file loaded into the
capture buffer, no Media
Connection or Monitor Type
selection is required.

For this example, let’s ignore
filtering and logging.

Set the capture buffer size to at
least 4 MBytes to display the
following example’s values.

Advisor SW Edition Getting Started

B i

[ Advisor LAM - [Idle : Configuration]

Lad File Hun Wiew GoTo Setup Window Help

PO N e e e =

64MB |

I Elj_l dﬂl Hecn...l Time...l I

Interface/Protocals |Caplure Filtelsl Log I License Softwarel

—Metwork Data Source r— Buffer Option:

Interfacs Type IFasl Etheinet j I™ Packet Slicing

Packet Size IT oo Bytez
Media Connection |T>< 10Mb Ethemet j

Buiffer Si== IMax Size (E4.00MB] | ™
Line Speed [10Mb =1

i~ MAL Optian

MAC Address |00 1083020242 _|

— Transmit Passwaord

T aode INode Half Duplex j

r— bonitor Option:

Monitar Tupe IEDnhnunus vl

Monitor Period (hhkemm]  [124 Iﬁ

Configure Transmit Pazeward... |

3
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3 Sample Tests

@ If you are going to use the Demo_1.dat file and follow this example on your own Advisor
SW, load the file now.

a. Use File | Open (Load Data) and the path: C:\ADVISOR\LAN\DATA\DEMO_1.DAT.
b. Click OK.

c. The Advisor SW loads the file into the capture buffer and automatically opens the Decode
measurement to display the file. This takes a few seconds.

d. Close the Decode measurement.

Open the Expert Analyzer
measurement.

Advisor LAN

Fle Bun “iew GoTo Setup Window Help
2l B EF| PR R | =

- o]

{& Fle Bun Yiew GoTo Setup Window Help ==
2l B e R = I | e
| SN 0 T T i RN
HECEES

laa Health
509
03
Trend (% Utilization)
L.00%
0_B0%
0_E0#
0_40%
0_zow
0_00%
Protocols | Ublization %2 | Stations | Cornections | Alerts | wamings | MNormals
Tatals 0.00% a i a a a
O Other Protocaols 0.00% a
MAL Level a i i a
Routers 1] 1] 1] a
Ready Ethemet [Mainframe |3 | [& [@ [IntMaU [10Mb  |[Mode HDW
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@ Click the Run From Capture
Button.

At the prompt, select Run
All Frames.

3

Sample Tests

Wait while the Advisor reads the capture buffer (a Run from

Capture Buffer dialog closes when the buffer is processed.)

AN - [Capture Buffer : Expert Analyzer : Expert] HEE
@ File Bu| Wiew GoTo Setup Window Help 18| x|
Al B ] i |
[iPassasetiores ] «f ] p Bect | Time | _Fint|

B | E¥ [EE &

laa Health

T T | T ‘ LS
509
o | L] N
Trend (% Utilization)

L.00% 0

0_B0% ‘ ‘

0_E0#

0_40% I

0_zow

oonoell oo iy o !

17:00 17:02 17:04 17:06 17:08 17:10 17:1z &
Pratocal | Utiizstion 32 | Stations | Connections | Alerts | wamings | Mormals |4

Tatals 0.01% a1 BE 20 344 [3
W AppleTalk 0.00% 5 I 7 a 45 2
W Baryan 0.00% g l Sl 1 29 2
@ Dechet 0.00% a 3 a
olF g B 10 196 17—
W Hovel 0.00% 9 20 ]
ansl 0.00% 1 ] ] 1
M Mther Protornls N NN _.‘—ﬂ
Ready I=femet [Mainfame (3 | [@ [@ [IntMaU [10Mb  |Node HEH

Notice that the IP protocol has the most
connections and then double click on this
count to open the Connection Statistics
measurement.
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3 Sample Tests

Right click in the Bytes column and select Sort by this Column.
Observe how many bytes are being transmitted by each
connection pair.

Connections |P Stack Frames -> Frames <- “Buytes -» Buytes <-
= Totalz [28 Conng] 308 F358 "
(] i, nagano. olpmpic.org <> 209.38.71.209 Wt B0 I 46 39 GE398 2694
(] 207 2571 23 <+ 209.38.71.208  ‘whwhed B0 I 38 32 . 41246 34596
= 207 2571 23 <+ 209.38.71.209  whwhed B0 I 34 Kl I 3R140 3404
O i, nagano. olpmpic.org <> 209.38.71.209 Wt B0 | 17 1?' 22724 1564
[ ] 207.25.71.23 <> 209.38.71.209  Whahw 80 | 22 2EI| 21613 2451
I HET P Bln e s e 2 P00 T NG WAty B0 | 14 100 Ry Rl
Right click in the first column and select
View Nodes/Connections/Protocols.
Observe how many bytes are being
transmitted by each connection pair.
*ModesdConns. AProts. [P Stack Frames -» Frames <- Butes -» B
. Tatal: [22 Modes, 38 Conns 203
L ‘IEI.1?.1EEI.EE 5 7 335
(| 1EI.1?.1EEI.135 I 93 EI| G354
= 'IEI.'I?.'IE'I.E'I I 106 5| rrar
O @ 15.1?.151.34 9 9 1170
. B & 1517161.134 9 9 1170
@TEF‘ Oracle THS 9 9 1170
o [EhR1T1RT1H aq D .G

@ Click on the ‘+" to expand the view to see
the protocol(s) used by a connection pair.

Conclusion:

The Connection Statistics measurement view shows the frame and byte counts for each
connection pair on the network.

This measurement view can also show how many bytes or frames are being transmitted by the
protocol(s) being used by a connection.
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Sample Tests 3

Are There Problems on the Network?

Example
equipment and
menu choices

Advisor SW Edition Getting Started

If you have early detection of problems occurring on your
network, you can prevent problems from escalating. Things you
may want to know include:

¢ are alert, warning, or normal protocol events occurring

* what protocols are having problems

* who is causing the problems

The Advisor SW Edition in this example can use either NIC or

PCMCIA cards in a desktop or laptop PC. The cards can be for
Ethernet or Fast Ethernet.

Several menu choices are made to configure the Advisor SW
Edition for this example. These choices are usually the default
selection or have been made for the easiest configuration. You
can make these same choices or you can make different choices
to observe how the Advisor SW Edition responds.
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3 Sample Tests

Start the Advisor
SW application.

LAN Ethernet 5w Edition [previous card)
LAN Ethernet 5w Edition [zelect card)
Lan Jff-Line Ethernet Expert

Lan Off-Line FODI Expert

LN Jff-Line TokenRing Expert

The Ethernet and Fast Ethernet
hardware on your Advisor SW
Edition displays in this
cascaded menu.

Shut Down...
|§ﬂ5lall “ |J

N

@ If the Configure
Instrument view is
not open (the view is
minimized), click the
Configure Instrument
button on the toolbar.

Advizor LAN

File Bun %iew GoTo Setun window Help
A B ]| 2 | -

B Ei"

Configure Instrument
view minimized.

[ Advisor LAM - [Idle : Configuration]

Lad File Hun Wiew GoTo Setup Window Help

A B0 ] | 2 [ | | B [ |
I Elj_l dﬂl Hecn...l Time...l I

Interface/Protocals |Caplure Filtelsl Log I License Softwarel

@ Configure the Advisor SW.
64MB |

Since this example will be run
from a data file loaded into the
capture buffer, no Media
Connection or Monitor Type

— Metwork Data Source

r— Buffer Option:

selection is required. Interface Type IFalethemal j ™ Packet Slicing

For this example, let’s ignore Packet Sze [0 Bytes

1 1 I Media Connection |75 100E Ethemet >

fllterlng and |0gg|ng. B ! - BuferSi=-— [Max. Size [B400ME) =
Line Speed [10Mb =1

i~ MAL Optian

MAC Address |00 1083020242 _|

— Transmit Passwaord

T aode INode Half Duplex j

r— bonitor Option:

Set the capture buffer size to at

least 4 MBytes to display the
following example’s values.

54

Monitar Tupe IEDnhnunus vl

Monitor Period (hhkemm]  [124 Iﬁ

Configure Transmit Pazeward... |
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Sample Tests 3

@ If you are going to use the Demo_1.dat file and follow this example on your own Advisor
SW, load the file now.

a. Use File | Open (Load Data) and the path: C:\ADVISOR\LAN\DATA\DEMO_1.DAT.
b. Click OK.

c. The Advisor SW loads the file into the capture buffer and automatically opens the Decode
measurement to display the file. This takes a few seconds.

d. Close the Decode measurement.

Open the Expert Analyzer
measurement.

Advisor LAN

Fle Bun “iew GoTo Setup Window Help

&1 B e e | | - B |

| ol ]

Advizor LAN - [Idle : Expert Analyzer : Expert]

{& Fle Bun Yiew GoTo Setup Window Help ==
2l B e R | | = I | e
| SN 0 T T i RN
HECEES

laa Health
509
03
Trend (% Utilization)
L.00%
0_B0%
0_E0#
0_40%
0_zow
0_00%
Protocols | Ublization %2 | Stations | Cornections | Alerts | wamings | MNormals
Tatals 0.00% a i a a a
O Other Protocols 0.00% a
MAL Level a i i a
Routers 1] 1] 1] a
Ready Ethemet [Mainframe |3 | [& [@ [IntMaU [10Mb  |[Mode HDW
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3 Sample Tests

Wait while the Advisor reads the capture buffer (a Run from

Click the Run From Capture
@ P Capture Buffer dialog closes when the buffer is processed.)

Button.

At the prompt, select Run
All Frames.

AN - [Capture Buffer : Expert Analyzer : Expert] HEE
@ File Bu| ¥iew GoTo Setup Window Help - |ﬁ'|1|
A o e = [ [ [ [ B [ =
|1?:13:53.995 39799 EI j | >| ﬂl Rec ﬁl Time. .. | Frirt... I

B | E¥ [EE &

laa Health

T T | ‘ T ‘ LS
509
o | L] N
Trend (% Utilization)

L.00% 0

0_B0% ‘ ‘ ‘

0_E0#

0_40% I

0_zow

oonoell oo iy o !

17:00 17:02 17:04 17:06 17:08 17:10 17:1z &
Pratocal | Utiizstion 32 | Stations | Connections | Alerts | wamings | Mormals |4

Tatals 0.01% 344 [3
W AppleTalk 0.00% 45 2
W Baryan 0.00% 29 2
@ DecMet 0.00% 3 a
olF 196 17—
W Novell 0.00% 20 ]
ansl 0.00% 1
M Mther Protornls N NN DA |
Ready Mainframe  [3 | [& [@ [IntMaU [10Mb [Node HD®

@ Notice that the IP protocol has the most Alerts.
Double click on this count to open the Commentator

measurement.
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Sample Tests

Click on the *+" in front of the Display Connection Events row to

expand the view.

Continue expanding an event to see details about that event.

o] ]

TCE:
TCE:

IF Warning Events

Di=play Hode Events
Display Connection Events

..=orted by event =sewverity (Total=104)
..zorted by event severity (Total=104)

98 17:07:48. 8413230040
98 17:07:50.056933000

. 34.34 .34 34 ¢—3» 17.17.17 .17 A=0 W=9 H=0
+ 10.17.160.135 1507 ¢—» 266 255 2G5 255:FTP 21 ({TCP) A=0
204 .146.80.3 CWHE 20 <—» 209.38.71.209 2186 (TCP) A=0
.E@ 5 TCP: E=zxceszziwve Retz [Warning]

Excessive Retx [Warning] Aug 15,
Excessive Retx [Warning] Aug 15,

[

Ei Advisor LAN Help H= B gg;
]

Help Topics Back Optionz ond
TCP Commentator: Excessive Retransmission A=1

The TCP (Transmission Control Protocaol) Excessive Retransmizsion message iz & =1
considered & WARNMNG evert. This event can happen often if the threshald is
too lowe. s also affected by "Suppress Multiple Reporting” which can be used

to limit the event to once per connection.

o et Hogeey af Hae felleinn mopditinnes aee tre

@ Double click on a book icon to view help
about that event.

Conclusion:

The Commentator measurement view shows the alert, warning, and normal events that are
occurring for each connection pair on the network.
This measurement view can also display help information about events occurringon a

connection.
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3 Sample Tests
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A  Declaration of Conformity

J1990A Full Duplex Ethernet Tap for Your Agilent Advisor

DECLARATION OF CONFORMITY

Accordina to ISO/IEC Guide 22 and CEN/CENELEC EN 45014

Manufacturer’'s Name: Agilent Technologies, Inc.

Manufacturer’'s Address: Network Systems Test Division (NSTD)
Colorado Springs, CO 80919-2497
USA

Declares that the product:

Product Name: Full duplex Ethernet Tap for Agilent Advisor
Model Number: J1990A
Product Options: This declaration covers all options of the above product.

Conforms to the following product standards:

EMC:
Standard Limit
CISPR 11:1990 / EN 55011-1991 Group 1, Class A
EN 50082-1:1992
IEC 801-2:1991 4 kv CD, 8kV AD
IEC 801-3:1984 3V/m, 80 - 1000 MHz
IEC 801-4:1988 0.5 kV sig. lines, 1 kV power lines

Safety: IEC 1010-1:1990 + A1 /EN 61010:1993
Conformity / Supplementary Information:

The product herewith complies with the requirements of the Low Voltage Directive 73/23/EEC and the EMC
Directive 89/336/EEC and carries the CE-marking accordingly.

sy

Hamish Gray, Quality Manager

Colorado Springs, CO, USA 28 August, 2000

For further information, please contact your local Agilent Technologies sales office, agent or distributor.
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B  Accessories

J1990A Full Duplex Ethernet Tap for Your Agilent Advisor

62

Tap Connections

The J1990A, Full Duplex Ethernet Tap for Agilent Advisor, is a
single port device that provides a method of directly viewing
traffic on a full-duplex or half-duplex 10/100 Ethernet segment
using the Agilent Advisor SW Edition application in a PC with a
NIC or PCMCIA card.

Typically, the tap is deployed on a critical link in a network
where network monitoring and analysis capabilities are
important. The Full Duplex Ethernet Tap for Your Agilent
Advisor is also fault-tolerant, thus any lose of power to the
device will not impact network connectivity or performance.

The Full Duplex Ethernet Tap for Your Agilent Advisor
eliminates many of the problems commonly associated with the
use of a switch mirror port, such as:

¢ Switch performance degradation
¢ Use of a port for analysis/monitoring rather than LAN traffic

¢ Inability to see physical-layer errors such as runt and
oversize packets

¢ Lack of full-duplex support

The diagram below represents the rear view of the Full Duplex
Ethernet Tap for Your Agilent Advisor:

A B

Top A Tap B

Power

* Connect the A/B ports directly to the network segments to be
monitored.

¢ Connect the Tap A/Tap B ports to the Agilent Advisor cards.

¢ Connect the power adapter to the Power connection.
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Accessories B

Tap Cabling and The diagram below and the following tables show the
Operation  information necessary to successfully install the Full Duplex
Ethernet Tap for Your Agilent Advisor.

A B

Tap AT Power =Top B

Operation The Operation table shows how the Tap A/Tap B ports are able
to monitor the A/B ports.

Tap A port mirrors traffic received into A port from the device(s) attached
to the A port.

Tap B port mirrors traffic received into B port from the device(s) attached
to the B port.

Cabling
Guidelines A port to Network Link: Existing cable

B port to Network Link Straight-through cable
Tap A port to Protocol Media Module:  Straight-through cable

Tap B port to Protocol Media Module:  Straight-through cable

If no link light appears on the network devices, swap the cables between A
NOTE
port and B port.
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B  Accessories

Cabling 90 meters maximum distance between:
Distances

Network device connected to the A port and Network device
connected to the B port.

Network device connected to the A port and Protocol Media Module
connected to the Tap A port.

Network device connected to the B port and Protocol Media Module
connected to the Tap B port.
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A

Alignment Errors, 17
Are There Problems on the Network?, 53

c

Commentator, 14
configure
instrument, 25, 35
measurement, 26, 37
connect
in Ethernet monitor thru mode, 30
in Ethernet node mode, 30
connect to the network, 25
CRC Errors, 17

D
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J1990A, 60
Decodes, 16
Decoding Frames on Your Network, 16
Discovering What Nodes Are on the
Network, 15

E

Error Reporting Specification, 17
errors, 14
Ethernet

network connection, 30
Ethernet node connection, 30
Examining Physical Layer Activity, 11
Examining Protocol Errors, 14
Examining the Top Talkers, 12
Expert Analyzer, 10

F

frame decoding, 16
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Full Duplex Ethernet Tap for Agilent Advisor
(J19904), 62

G
Getting Started, 24

H
How Busy Is The Network?, 43

installation, 24
hardware, 27
software, 27

instrument configure, 35

J

J1990A Ethernet Tap
connect to network, 31
Declaration of Conformity, 60
tap description, 62

measurement

Commentator, 14

configure, 26, 37

Connection Statistics, 12

Decode, 16

Expert Analyzer, 10

Node Discovery, 15

Protocol Vitals, 11

select a measurement, 26, 36
monitor thru connection, Ethernet, 30

network connection
Ethernet, 30

Node Discovery, 15
node list, 15

0
online help, 38

P

physical layer, 11
protocol Errors, 14
Protocol Vitals, 11

reporting errors, 17

S

sample file, 42, 45,50, 55
sample tests
Are There Problems on the
Network?, 53
How Busy Is The Network?, 43
introduction, 42
Who Are the Top Talkers on the
Network?, 48
select a measurement, 26, 36
start
LAN in Windows, 24
LAN in Windows application, 32
starting
with Expert Analyzer, 10
with Troubleshooting Guider, 9
Starting with the Quickstart Expert
Guide, 9
Symbol Errors, 17
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T

tap (J1990A)
connect to network, 31
tap description, 62
tool bar
measurement, 36
top level, 36
top talkers, 12
troubleshooting
Are There Problems on the
Network?, 53
How Busy Is The Network?, 43
Who Are the Top Talkers on the
Network?, 48
troubleshooting guide, 9

U
Using Online Help, 38

W

Who Are the Top Talkers on the
Network?, 48
Windows help, 38
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